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Virtualization Centric Fabric — VCF
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Distributed Peer-to-Peer Cluster — Conflguratlon State ConS|stency (with rollback)

L2/L3/VvXLAN L2/L3/vXLAN L2/L3/vXLAN L2/L3/vXLAN
Open Networking Open Networking Oen Networking Oen Networking

Proprietary & Confidential @ P I Uri b UsS



A— LT 9Lz 77)v0%5FEBIZIE

ANNA L —

IP
T —LA

[ 1008 DNTYII AN TEVXLAN L2 THOR T3V THES !r

E28/E6G8

/
M

Dell-ON

100

4 Proprietary & Confidential @ P I Url b UsS




TIAR—MrRERYET— (VNET)

TIoNAIWERIVFTFUk 2 Y Y
management, control & data plane H\fEa# o - e
=N 1-{REPODs (vPODs)&L THO ARy VNET-A VNET-% VNET-C
77 (VNETSET ER<TAETa=> Y T L

WILf=TFobrybDT—29

FHELI-Y T RYMEAT (VLANSs and IP /
prefixes)
ZVNETIZJ3ZLT=- vRouter Z{ERLET-

JMIILF=RR—O AT L —Y
JaE = 4
FFURSEITO—, £—E ROVMETRIEL
F9

Proprietary & Confidential



T5AR—MRFE R YT —4H (VNET) ‘evu—=xE28Ee8)0acHti—tahT

RIWVFTFoEEF2TIC NET
VNET-A
AISXVET=IIS2FATIT IR 172.10.0.0/16
- DUTWIETFUNRYRD)—OE 1 —ZE /B VLAN 1-4K

SUORAR— R YT —OMSREELET VNET-B
T—RTL—2DIEEH 172.0.0.0/8

 FFUMETRAESCEOEBT VAR K
VLAN, VRF and VXLAN VNI AR—X % VNET-C
7.|__"7'Z|‘|/—:/EIDL/$'§— 172.0.16.0/20

_ _ _ VLAN 1-4K
- Anti-spoofing mechanism

avka—ILTL—2 DiEE]
- ARAMYFOSHDERNDIAVTFHFDHRTE
DTFURRDIL—E2—E-TILNVET,

Proprietary & Confidential



Virtualization Centric Fabric — VCF
vFlow 72./0Y— TFIUTF—H—ERDEA

Granular flow control for
conditional security
insertion policies

Distributed Cluster — Pluribus Management Fabric
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Provide Inspection to untrusted N-S traffic
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Provide Inspection only to untrusted N-S traffic
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Configurable line rate redirection of E-W traffic
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I RTEDHHET: Fabric Security Architecture

Virtualization Centric Fabric

= Spine is simple L3 non-blocking
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= All links are active

IP
underlay

Edge Security Services Rack
= Grey vRouter for VTEP, Red vRouter to DC network
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I RTEDHHET: Fabric Security Architecture
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I RTEDHHET: Fabric Security Architecture
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Global E-W vFlow
security service insertion

= VFlow security ACL for N-S Policy Enfarcement
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I RTEDHHET: Fabric Security Architecture

TIVir—avrRIRie

EILR VSN TOET Spine Layer
no taps,
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no expensive tools
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= Grey vRouter for VTEP, Red vRouter to DC network Load
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Global E-W vFlow
security service insertion

= VFlow security ACL for N-S Policy Enfarcement

Proprietary & Confidential



A3 70—0D 5N

« D7V IIZERLTLNS = TIRAMMERE

- %I[ZON, £B%vF = simple to use

« No sampling...every EAST-WEST connection

- TCP axU 3> ®MAT—khmachine tracking 41 TLY
z

= Tenant aware
= I== =

o bk ok o

Flow Metadata

Cluster of 1...N
server nodes

L ————

Proprietary & Confidential



INTS R HT

- AT IURINTYRT4ILARY) Y - L1-L4 header fields
. BroadcomFwFI1ZAT7O—KLTTerabit 74 JL421) %4

- S5—EPCAP J7AILEEIE
- PCAPHOSHNE L=/ N YD AR T —R2% 4T
- HLLF M SFH>TET= PCAP7AILZE ST

o e e
== 1= 1= = A e O

(W 7y ' (W% (WY
ok PRk i sty

ZFte-1F1E

> <
%

_______________________________________________

Mirrored Packets

Cluster of 1...N
server nodes

o i —————
L ————

Proprietary & Confidential



F &8

1. OOV T A FT— 32 TCE-WR S D499 tXa7
[Z

2. HW 729+t L L —3>TPhysical & Virtual [ZX i

3. YILFTFHoi—2kemEIlmELET

4. IR —ZE>TEHEIZE DLV =ML vTa—a k-

—JL

5. A[fRIEERITITHRGERIICAR) O —DmEEE-50

x9

Proprietary & Confidentia



%th\&u 75\&7; é L\i L/T’

3
BIVAN
SHUKRIA

ANKSCHEEN

cerciTTHANK
ARIGATO & “‘z‘i“""”‘ OU

SHUKURIA —2:= ‘l
BOLZIN MERCI

wramnie s GOZAIMASHITA i - 4
; EFCHARI 810 v

JUSP



DIEF—hIEWEITE

Adding Visibility
back into your
Converged
Infrastructure

Fall Webinar Series #5: Fall Webinar Series #6:
Seamless Data Center Adding Visibility back into
Interconnect through SDN your Converged
Infrastructure

December 8th, 2016
December 13th, 2016

pluribusnetworks.com/resources/#webinars
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